Compliance Checklist for Defense Manufacturers: Additional Screening Questions and Risk Indicators[endnoteRef:1] [1:  Adopted and modified from: "Wassenaar Arrangement, Elements for Objective Analysis and Advice Concerning Potentially Destabilising Accumulations of Conventional Weapons," Wassenaar Arrangement, 2016, <>.] 


Your enterprise’s employees must pay special attention to the aspects of arms trade transactions that are most vulnerable to exploitation. The ability to recognize risk indicators, or “red flags,” is critical to maintaining compliance. This section provides guidance, based on international best practices, on how to evaluate and screen transactions involving arms-related items. In addition, this section can assist your enterprise in identifying and evaluating countries of concern and recognizing when an item may be intended for an undeclared and/or unauthorized military end-use/end-user.

Below are some additional questions and considerations to keep in mind when evaluating and screening a potential arms-related transaction.

Registration 

In some countries, arms manufacturers, traders, and/or brokers must register with the responsible government authorities prior to applying for a transactional license. Trader registration provides the regulatory authorities with pertinent information about the products the enterprise/individual deal in and is generally a prerequisite to obtaining a transactional license. 
· Has your enterprise registered with the body/agency responsible for licensing trade in arms-related items as a manufacturer and/or exporter [if applicable]?
· Does your enterprise engage in brokering activities that require registration with the agency or body responsible for licensing trade in arms-related items and/or registering traders [if applicable]?
· If already registered, has any pertinent information changed since your enterprise initially registered with the national authorities [if applicable]?
Note: Please be sure to consult your country’s STC and other legislation to determine whether registration requirements exist for traders dealing in arms-related items.

Item Screening and Classification
· Has your enterprise determined the classification of all arms-related products based on the most up-to-date versions of the national control list? 
· If self-classifying products, has the enterprise had all of the classifications reviewed and signed/verified by engineering and/or other technical experts?
· When your enterprise is uncertain of a particular product’s classification, are formal classification requests submitted to the agency or body responsible for licensing trade in arms-related items and/or registering traders [if available]?
· Has your enterprise “tagged” and assigned a Commodity Classification Number(s) (CCNs) to all arms-related goods and technologies? 
· Does your enterprise maintain adequate records of the basis of its classification for each of its arms-related goods and technologies?
· If a product is not munitions-related, has your enterprise determined that the product is not subject to another body’s jurisdiction and/or licensing requirements (dual-use, environmental, health and safety, etc.)? 

Party Screening

Your enterprise’s compliance personnel should screen all parties to a transaction against any restricted parties lists, and review the parties to verify that none are or appear to be unauthorized military entities or related to an entity/individual that would use the item for an undeclared military end-use.
· Does your enterprise conduct reviews of all parties to transactions involving arms-related items to verify that such parties are not listed on the United Nations (UN) or other arms embargo lists or unilateral lists maintained in your country?
· Is this the first time that your enterprise has received an order inquiry (arms-related or otherwise) from the trader or broker?  If the customer has a history with your enterprise, have there been any issues or diversion concerns in the past?  
· Is all of the information related to the business accurate and current? 
· Does the trader or broker have a website and/or is listed in the importing/exporting country’s national commercial registry?
· Has the trader or broker provided a legitimate physical address (not a post office box), and valid bank information?
· If using an arms broker, has your enterprise determined whether the broker has the appropriate registration to trade in arms-related items? 
· Does your enterprise seek to determine whether the trader or broker has ever been convicted of an STC violation or other trade-related offense in your country or in the country of origin/operation? 
Note 1:  If there are questions about any of the information provided, your enterprise should request further data or business references that can help to confirm the customer’s identity and legitimacy. Any unwillingness to provide information should be regarded as suspicious. Also consider an inability or unwillingness to provide reasonable contact data for business or banking associates as suspicious. Legitimate arms traders and brokers will be able to provide contact information for business associates who can verify their bona fides and background.
[image: ]Note 2:  When evaluating the stated end-user, pay particular attention to whether the entity is suited to use the items for the stated purpose. There have been cases in which “research institutes,” especially in the aeronautics or aviation field, have worked with a government to gain access to military goods and technologies. Institutions/organizations that do not have a legitimate reason or purpose for requiring particular arms-related items, or who identify an ambiguous use for the requested items, may be fronts for government-related institutions that seek to use the items for a military end-use.

Country/Destination Screening 

Compliance personnel should assess all countries involved in the transaction for proliferation risk. It is important to evaluate the extent to which the governments of those countries abide by UN resolutions and embargoes as well as the best practices of the international nonproliferation treaties, conventions, and regimes. Your enterprise should feel confident that the recipient governments will be responsible for safeguarding the goods, either in transit or as the final destination, and adhere to similar nonproliferation policies as your government. 
· Is there a regional or UN Security Council arms embargo or any other UN Security Council restrictions against the destination country or other countries in the region?  
· Is the destination country, or the region in which it is located, unstable? For example, is the destination country or are proximate countries experiencing or at risk of experiencing civil unrest or armed conflict? 
· How can arms transfers influence this conflict?  Could the accumulation of conventional weapons lead to an increased instability in the country/region or inflame an existing conflict? 
· Is the arms-related equipment or technology intended to support internationally sanctioned peace-keeping/peace enforcing operations or humanitarian interventions?
· Is there a clearly identifiable risk that the country could use the weapons offensively against another country or in a manner inconsistent with the UN Charter?
Note: Domestic and/or regional instability increases the risk that the items could be diverted from the declared destination or end-user to an area of conflict or an unauthorized end-user at a later date.
· Does the destination country have any history of terrorism or diversion of goods? 
Note: Consider checking with your country’s national authorities to determine if the destination has suitable security for arms. 
· If conventional weapons or defense technology are being acquired through import, does the country provide valid and credible end-use/end-user or re-transfer assurances? Are there substantial risks of diversion to an unauthorized end-use/end-user? 
· Has the destination government provided false end-user or end-use certifications previously? 
· Does the country have intentions to develop WMD or already possess WMDs? 
· Does the destination country comply with its international obligations? Has the country signed and/or ratified relevant international or regional agreements and treaties pertaining to arms control, nonproliferation, and terrorism? What is its record of compliance with those agreements and treaties? How do these compare to those instruments in force in your country?
· Does the destination government actively report to the UN Register of Conventional Arms? 
· Does the country in which the items will be used have appropriate strategic trade controls over arms, and does it adhere to international arms control guidelines and best practices (e.g. Wassenaar Arrangement)? 
Note:  Inadequate safeguards for arms can heighten the risk of diversion of the items to an unauthorized end-use/user. 
· Does the country comply with internationally-recognized human rights, anti-terrorism and nonproliferation norms? 
· Is there evidence that the government of the destination country supports terrorism or organized crime? 
· Does the government of the destination country actively combat terrorism, proliferation, and organized crime by criminalizing such activities? 
· Is there a clearly identifiable risk that the weapons might be used to commit or facilitate the violation of human rights and fundamental freedoms or the laws of armed conflict?[endnoteRef:2] [2:  “User's Guide to Council Common Position 2008/944/CFSP,” p. 57, European Commission, <register.consilium.europa.eu/pdf/en/09/st09/st09241.en09.pdf‎>.] 


Transit/Transshipment Points and the Shipping Route:  It is equally important for your enterprise to assess the shipping route and the transit/transshipment locations of arms shipments. Specifically, your enterprise should seek to ensure that transit/transshipment countries are not under UN sanctions, OSCE embargo, U.S. or EU restrictions, or are in the midst of an armed conflict. 

If your enterprise is relying on an arms broker or utilizing transit/transshipment points, the questions below may be useful in further evaluating the transaction.
· Is the shipping route logical, and does it conform to usual routes for such items or does it appear to be circuitous and illogical? 
· Is the broker/agent planning to ship via multiple ports or across unnecessary borders? 
· Will the shipment be transferred between multiple ships or modes of transportation along the route? 
Note: Ask the freight forwarder, shipping agent, or broker about any unusual routing. There is an increased opportunity for diversion when a shipment crosses a border or changes from one mode of transport to another.
· Are the declared transit/transshipment points and shipping routes proximate to areas of conflict? 
Note: Compliance personnel should examine the extent to which conflict, human rights violations, and terrorist activity are present in transit/transshipment countries, as these factors create greater potential for diversion to an unauthorized end-user or end-use. 

End-Use Screening
· Does the trader or broker have knowledge of or interest in knowing how the items are to be used? 
Note: Most traders and brokers will try to help their partners to the transaction obtain the most appropriate item(s) for their specific needs. 
· Is the declared end-use consistent with the caliber or type of weapon identified in the order inquiry?
· Is the caliber or type of weapon too powerful for the end-use stated by the trader or broker?
Note: When conducting transfers of arms- related goods and technologies, your enterprise should seek to ensure that the end-use of the items is consistent with your country’s foreign policy, national security, and nonproliferation interests and other international commitments.

Diversion Risk Screening
· Does the destination country have an effective strategic trade control system that regulates arms-related goods and technologies? Does the country have an effective system of physical security for its arms storage facilities, stockpile inventory? 
· Does the country adhere to the arms trade policy principles outlined in the Wassenaar Arrangement’s best practice guidelines?
· Would the equipment or technology (including any training) be at risk of diversion to terrorist groups and organizations, as well as individual terrorists? 
· Is there a possibility of reverse engineering, inter alia, does the acquisition involve components, spares or prototypes that can be reverse-engineered?
· Are the quantities involved inconsistent with the customer’s likely requirements, suggesting possible diversion to an unauthorized end-user or efforts to reverse-engineer? 
Note: Arms proliferators will often obfuscate the true numbers of items being sent by splitting up shipments or using multiple stated end-users who are located near each other. This enables illicit traders to procure a larger quantity of arms-related items than a licensing government might otherwise permit.
· The physical location where items are to be used or stored may be of significance and indicate that someone is seeking to divert the items to a military end-use or end-user. 
· Is the destination address near military installations? 
Note: Consignees or end-users that are located near military installations may actually be working to illicitly procure arms-related goods or technologies.  
· Is the destination facility near a border that experiences heavy trade flows or is in close proximity to a conflict? 
Note: These factors could indicate that someone is seeking to divert the items to a military end-use or end-user. 
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